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Cybersecurity Statement  
 
Ceribell is deeply committed to maintaining the trust of our patients, customers, employees, and 
partners by safeguarding the information entrusted to us. Protecting personal, proprietary and 
clinical data is central to our mission and reflects our broader responsibility to ethical governance, 
regulatory compliance and sustainable business practices.  
 
We take a comprehensive approach to information security, integrating robust cybersecurity 
measures across both enterprise systems and individual user behaviors. Our program is designed 
to ensure the confidentiality, integrity, and availability of our systems and data through: 
 

● A formal Information Security Governance framework in alignment with National Institute 
of Standards and Technology (NIST) guidelines. 

● Designated leadership accountable for data protection, compliance and continuous 
improvement. 

● Regular third-party assessments, including SOC 2 Type II, HIPAA and FedRAMP High, 
supported by regular penetration testing and vulnerability assessments to identify and 
mitigate emerging threats. 

● Mandatory cybersecurity and privacy training for all employees at the time of hire and 
annually thereafter.  

● Role-based access control (RBAC) based on the principle of least privilege (PoLP).  
● Encryption of data at rest and in transit using secure protocols. 
● Third-party vendor risk assessments to manage supply chain and data-sharing risks. 

 
These practices reflect Ceribell’s enduring commitment to transparency, data protection, and 
responsible information governance. 
 
We also recognize that technology alone cannot ensure security, and that people play a critical 
role. Ceribell’s cybersecurity awareness emphasizes user accountability and focuses on malware 
prevention, phishing awareness and security best practices. Regular targeted email phishing 
simulations further strengthen employees’ ability to recognize and respond to potential threats.  
 
Through these collective efforts, Ceribell fosters a culture of accountability, resilience and trust, 
supporting our mission to advance patient care securely and responsibly.  
 


